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Background

➢ The National Cyber Security Centre 
(NCSC) is the UK authority on cyber 
security and a part of GCHQ

➢ The NCSC’s mission to “make the UK 
the safest place to live and work 
online” 

➢ This awareness session has been 
developed jointly by The NCSC, The 
National Association for Voluntary and 
Community Action (NAVCA) and a 
number of CVS’ who are committed to 
helping charities protect themselves 
from cyber crime. 
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What is a cyber attack? 

➢ Malicious attempts to: 

o Damage 

o Disrupt 

o Or gain unauthorised access

➢ …to computer systems, IT networks 

or devices (such as laptops, phones 

and tablets) 

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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What is ‘cyber security’? 

➢ Reducing risk of becoming a 
victim of a cyber attack 

➢ Protection of devices, services, 
networks and the information we 
store on them 

➢ The internet is a fundamental part 
of modern life, and so cyber 
security must be too. 
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Cyber Breaches Survey 2020
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Who are charities at risk from? 

➢ Cyber criminals

o Motivated by money

➢ Indirect attacks 

➢ Insiders 

o And the inadvertent insider

➢ Others but less likely for most charities

o Hacktivists 

o Terrorists 

o Nation states 
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Why are charities at risk? 

➢ Charities hold funds, personal, financial and 

commercial data 

➢ Potentially a route into a ‘bigger fish’ such as 

a local authority or corporation 

➢ Very low levels of awareness, particularly 

amongst smaller charities 

➢ Culture of trust 

➢ Use of Volunteers
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How are charities being attacked? 

➢ Ransomware and extortion 

➢Malware and Spyware 

➢ Business email attacks (phishing) 

➢ Fake organisations and websites 

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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More types of malware
Virus – a type of malware deigned to replicate and 

spread, infecting computer systems. Needs a person to 

activate

Worm – a virus that doesn’t need human assistance 

after it has been introduced. Infects a network by 

continuously replicating itself. Can modify or delete files 

or add infected software onto a computer.

Trojan – an attachment that looks like legitimate 

software and gives unauthorised access of the system to 

hackers



Protecting your charity 

from cyber attacks 
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What can you do to protect your charity?

➢5 quick, free or low cost steps… 
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Backing up your data

➢ Identify what you need to back up

➢ Keep your back up separate 

➢Consider the cloud 

➢Make it part of your everyday

routine
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Protection from malware?

➢ Antivirus software

➢ Prevent users from 

downloading ‘dodgy apps’

➢ Keep everything up to date 

➢ Control the use of USB drives

➢ Switch on your firewall

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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➢ Switch on password protection 

➢ Prepare for lost or stolen devices 

➢ Keep your device up to date

➢ Keep your apps up to date 

➢ Use public Wi-Fi safely 

This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.
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Using passwords

➢ Switch on password protection 

➢ Use two factor authentication

➢Avoid predictable passwords 

o 3 random words

➢Help users cope with ‘password 

overload’

➢ Change all default passwords 
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Avoiding phishing attacks

➢ Configure accounts appropriately 

➢ Think about how you operate

➢ Know the obvious signs of phishing 

➢ Check your digital footprint 

➢ Report all attacks
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What to do if you fall victim

1. Action Fraud 

o Police Scotland if appropriate 

2. ICO Breach Notification 

o Always within 72 hours

3. The Charity Commission

o Reporting a Serious Incident (RSI) 

4. Other Regulators/Funders

o If applicable 
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Charity Digital Marketplace
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Security?

➢ Does your organisation take 

Cyber Security seriously?

➢What are your main takeaways 

from todays session? 

➢Who needs to be involved?
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Thank you.

Aoife Middlemass


